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PART I

PRELIMINARY

These guidelines may be cited as the Outsourcing Guidelines for Banks and
Financial Institutions, 2008 and are made under Section 71 of the Banking and
Financial; Institutions Act, 2006.

(@) These guidelines shall apply to all outsourcing arrangements entered into
by banks or financial institutions.

(b) For avoidance of doubt, outsourcing arrangements shall also include the
provision of non-strategic but material services by a bank or financial
institution's foreign head office or all material outsourcing arrangements
between a bank or financial institution and regulated or unregulated entities in
its corporate group or any other related entity.

In these Guidelines, unless the context otherwise requires:
“ Act” means the Banking and Financial Institutions Act, 2006;

“Bank” means the Bank of Tanzania;

“bank’ has the same meaning ascribed to it in the Act;

“financial institution” has the same meaning ascribed to it in the Act.;
“outsourcing” means an arrangement whereby a bank or financial institution
receives goods, or services from another entity that form part of the business
processes and which are necessary to support the provision of banking or
related financial services;

“outsourcing institution” means a bank or a financial institution;

“outsourced service provider” means the supplier of goods or, services who
may be related entity or independent third party.

PART Il
BACKGROUND

The Bank has observed growing activity among banks and financial
institutions in Tanzania seeking to outsource their business functions in the



form of technical assistance agreements, management services contracts, etc,
with their parent companies or third parties.

Some examples of the outsourcing arrangements include:

(@) Information and Communications Technology and maintenance
(software development, data entry and processing, data centers,
facilities management, end-user support, local area networks, web-site
hosting and development, internet accessing and help desk);

(b) Disaster Recovery Site in case of inaccessibility of the primary site for
the purpose of business continuity;

(c) Document processing (cheques, credit card slips, bill payments, bank
statements and other corporate payments);

(d) Application processing (loan originations and credit cards);

(e) Loan administration (loan processing, collateral management and
collection of bad loans);

(F) Investment management (investment advice, portfolio management and
cash management);

(g) Marketing and research (product development, data warehousing and
mining, advertising, media relations, call centers and telemarketing);

(h) Back office management (electronic funds transfer, payroll processing,
custody operations, quality control, printing and purchasing);

(i) Real estate administration (lease negotiation, property evaluation and
rent collection);

(j) Professional services (legal, accounting, internal audit and actuarial);
and

(k) Human resources (benefits administration, recruiting and training for
capacity building).

The Bank recognizes that outsourcing arrangements can create benefits to the
outsourcing institutions. The Bank also recognizes that certain important
functions that have direct implications to the risk profile of an outsourcing
institution are now being outsourced. This leads to some important banking
functions being performed by third parties resulting in the outsourcing
institution having less control over those activities and hence increasing the
risks to the outsourcing institution. Outsourcing can also impair the Bank’s



ability to exercise its supervisory and regulatory powers. Therefore, the Bank
has decided to issue these guidelines to all banks and financial institutions to
guide them on outsourcing arrangements. In supervising banks and financial
institutions the Bank will review the extent to which they apply these
guidelines to assess the quality of their risk management systems.

For the purpose of these guidelines, activities of a bank or financial institution
must be classified as (1) strategic or- (2) non-strategic.

(a) Strategic activities and functions

These activities and functions should not be outsourced because they are
generally compatible with the managers’ obligation to run the institution under
their own responsibility. Examples of strategic and core management
responsibility and functions include, strategic oversight, risk management and
strategic control.

(b) Non-strategic but material activities.

These activities may be outsourced after obtaining prior approval of the Bank.
For the purpose of these guidelines material activities means activities of such
importance that any weakness or failure in the provision of those activities can
have a significant effect on the outsourcing institution’s ability to meet its
regulatory responsibilities or to carry on its business.

Outsourcing institutions should consult the Bank where there is an uncertainty
as to whether a business activity that is to be outsourced would be regarded as
material for the purposes of these guidelines.

PART Il
OBJECTIVES

The objectives of these guidelines are to:-

@) Promote sound risk management practices and curtail excessive risk
taking or dependence on external parties in performing operations of the
outsourcing institution thereby enhancing the stability of the financial
system;

(b) Encourage outsourcing institutions’ boards of directors and senior
management to take full responsibility over the affairs and activities of
their institutions;

(c) Provide framework which guides outsourcing institutions in all
outsourcing arrangements;
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(d) Set out in broad terms on what the Bank and outsourcing institutions
should expect from each other in terms of prudent and best business
practices; and

(e) Promote arm's length relationship in dealings between the outsourcing
institutions and outsourced service providers and their related interests.

PART IV
ASSESSMENT OF OUTSOURCING ARRANGEMENTS

An outsourcing institution should assess if an outsourcing arrangement that is
in existence or being contemplated involves material business activity. As a
guide, a_material business activity would include a significant part of the
outsourcing institution’s information and communication technology
function, nternal audit, loan processing or administration arrangements.
Factors to be considered when making this assessment will include:

(i) the financial and reputation impact of a failure of the outsourcing
service provider to perform over a given period of time. Depending on the
importance of the business activity, this may be measured in hours;

(i) the cost of the outsourcing arrangement as a share of total costs or
operational income;

(iii) the degree of difficulty, including the time taken, to find an alternative
outsourcing service provider or bring the business activity “in house”; and

(iv) the ability of the institution to meet regulatory requirements should
there be any problems with the service provider.

PART V:

OUTSOURCING POLICY AND CONTRACTS
The outsourcing institution should have a general policy on its approach to all
aspects of outsourcing. To be effective, the policy must be communicated in a
timely manner and should be implemented through all relevant levels of the
outsourcing institution, and be revised periodically in light of changing
circumstances and applicable laws.

In setting up the policy, the outsourcing institution should bear in mind that no
outsourcing is risk free. Therefore, at minimum the policy should:
(@) cover the mechanism for appropriate monitoring and assessment of the
outsourcing service provider by the outsourcing institution;

(b) specify an internal unit or individual responsible for supervising and
managing each outsourcing;
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(c) specify off-shore processing arrangement, modalities of recovering the
outsourced resources such as data, in case of any dispute on the
contract or political imbalances, by the outsourcing institution;

(d) reflect the main phases in the outsourcing. Such phases include:

(i) The decision to or not to outsource or change an existing
outsourcing (the decision-making phase);

(if) Initial and periodic due diligence on the outsourcing service
provider;

(iii) A well defined acquisition process with evaluation components
such as terms of reference document, specification of requirements
and evaluation of proposals;

(iv) Drafting a written outsourcing contract and service level agreement
(the contract-drafting phase);

(v) The implementation, monitoring and maintenance of an outsourcing
arrangement (the contract phase); and

(vi) Dealing with the expected or unexpected termination of a contract
and other service interruptions (the post-contract phase).

(e) Cover outsourcing institution’s plan and implementation arrangements
to maintain the continuity of its business in the event that the provision
of services by an outsourced service provider fails or deteriorates to an
unacceptable degree, or the outsourcing institution experiences other
changes or problems;

(f) include some form of contingency planning and the establishment of a
clearly defined exit strategy, evaluated against the costs and benefits of
such planning; and

(9) require an outsourcing institution to manage the risks associated with its
outsourcing arrangements. Such risks include loss of operational control,
service provider failure, inadequate confidentiality and security of
information, and failure to meet regulatory requirements.

An outsourcing institution shall submit the outsourcing policy to the Bank for
clearance before its implementation.

All outsourcing arrangements should be subject to a written contract, which
must be approved by the Bank before implementation as per guideline number
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7.

The contract should be reviewed by outsourcing institution’s legal counsel to
ensure that it is legally enforceable and that it reasonably protects the
outsourcing institution from risk.

Outsourcing institutions should ensure that the written outsourcing contracts
contain, among others, provisions pertaining to:

(a) the operational area or activity that needs an outsourced service;
(b) service levels and performance requirements;
(c) audit and monitoring procedures;

(d) business continuity plans, recovery times in the event of disruption, and
responsibility for backup of programs or data;

(e) where appropriate, insurance to be maintained by the outsourced
service providers;

(f) transition period and acceptance;

(9) notification requirements and approval rights for any material changes
to services, systems, controls, key project personnel including changes
to the service provider’s significant sub-contractors;

(h) ownership of records and, where relevant, software, data usage and
compliance with outsourcing institution’s security policies;

(i) default arrangements and termination rights for a variety of conditions
including change in control , convenience, substantial increase in cost
and insolvency;

() price or fee structure, duration and the mode of payment;
(k) dispute resolution arrangements which attempt to resolve problems in
an expeditious manner as well as provision for continuation of services

during the dispute resolution period,

() hability and indemnity for failed, delayed, or erroneous transactions
processed by the outsourcing service provider;

(m)confidentiality and security of information of both the outsourcing
institution and its clients;



(n) prohibition of assignment of the contract to a third party without the
outsourcing institution’s prior consent;

(o) where appropriate training of outsourcing institution staff;

(p) review of the outsourcing service provider standards, policies, and
procedures relating to internal controls, security, and business
contingency to ensure that they meet the outsourcing institution’s
minimum standards; and

(g) the Bank’s right to access at any time records of transactions and any
information given to, stored at or processed by the service provider, any
report or any results of audits and security reviews on the service provider
and any sub-contractor that the service provider may use.

PART VI

DUTIES AND RESPONSIBILITIES OF AN OUTSOURCING
INSTITUTION

17 Each outsourcing institution will be responsible for the operations of the
outsourced activities. Therefore, the ultimate responsibility for proper
management of the risks associated with outsourcing, lies with an outsourcing
institution’s board of directors and senior management.

18 The Board of Directors of an outsourcing institution should:

(@) review and approve outsourcing policy and the risk-management
policies for outsourcing as recommended by management;

(b) review periodically, but at least annually, management reports
demonstrating compliance with the approved risk-management policies
for outsourcing;

(c) approve any outsourcing arrangement that exceeds the level of
authority delegated to management;

(d) review periodically the content and frequency of management's
outsourcing reports to the Board or to its committee;

(e) ensure that person(s) responsible for administering  the risk-
management policies for outsourcing possess the quality and
competency required; and

(f) ensure that the audit function regularly reviews operations to assess



whether or not the risk-management policies and procedures for
outsourcing are being followed and to confirm that sufficient risk-
management processes for outsourcing are in place.

19 In relation to outsourcing, management of each outsourcing institution is
expected to:

(@) develop a risk-management programme for outsourcing that reflects
institutions outsourcing policies and recommending it for approval by
the board;

(b) establish procedures adequate to the operation and monitoring of the
risk-management programme, which provide for an assessment of all
outsourcing arrangements to identify those that are material, an
evaluation of the service provider, a satisfactory service contract,
confidentiality and security needs, the requirements of the Bank, and
accountability for monitoring outsourcing of material activities;

(c) implement the risk-management programme for outsourcing;

(d) carry out periodic internal self-assessment to test the effectiveness of
the programme;

(e) manage and control outsourcing risk within the risk-management
programme;

(f) develop and implement appropriate reporting systems to permit the
effective management and control of existing and potential outsourcing
risk exposure;

(9) ensure that an audit function reviews regularly the operation of the
risk-management programme relating to outsourcing;

(h) develop lines of communication to ensure timely dissemination of
outsourcing policies and procedures and other relevant outsourcing
information to all individuals involved in the process; and,

(i) report to the board, or to a committee of the board , on the operation
and effectiveness of the programme and the risk or materiality of
outsourcing arrangements, as comprehensively and frequently as
required by the board.

20 Intra group outsourcing may be allowed provided the outsourcing institution
meets the following conditions:

(@) it demonstrates that it can manage the risk involved;
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(b) it is a member of a group that is subject to supervision on a
consolidated basis in conformity with Core Principles for Effective
Banking Supervision issued by Basel Committee;

(c) the arrangement between the outsourcing institution and the affiliate or
subsidiary is on terms that are substantially the same, or at least as
favourable to the outsourcing institution, as those available from a non-
affiliated service provider;

(d) the relevant information, whether written or otherwise on how the
parent group manages the risk should be made available to the
outsourcing institution, and

(e) it should be able to adequately demonstrate to the Bank that it is
compliant with Risk Management Guidelines, 2005 relating to
outsourcing.

An outsourcing institution should report to the Bank in case of any problem
with its outsourcing arrangements which may impair provision of the
outsourced services.

Sub contracting of outsourced activities and functions by outsourced service
provider is not allowed.

PART VII
EFFECTIVE DATE

(@) Outsourcing institutions should use best efforts to bring existing
outsourcing contracts into compliance with these Guidelines as soon as
practicable. However, as it may be difficult to amend some of these contracts.
The Bank has specified a transition period for full compliance with these
Guidelines.

(b) By the end of December 2008, all outsourcing institutions should have
approved an outsourcing policy and established a process for assessing
outsourcing arrangements for material activities and such arrangements must
comply with these Guidelines as from March 20009.



